Install CA and Setup Wireless Connection in the Wireless Client

This is the third document in a series of 3. First Use the document Lab Setup, then Domain
Controller, and finally WAP Enterprise

We have two steps:
o Install the CA certificate on the IAS server into the wireless client, and
e Setup the wireless connection in the wireless client.

The configurations of the AP are done as part of the Lab Setup document.

1. Installing the CA in a Wireless client
1.1. Connect to the 1S server URL

1. Start Internet Explorer

2. Enter in the Address box the URL.: http://<server_name or IP address>/certsrv.
In our scenario the IP address is 172.16.1.10

a You are not authorized to view this page - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools Help

J sBack -~ = - (@) tat | ‘Qisearch [EFavorites ¢ #Histary ||%v =]
| Address @http:m?z.15.1.1n;certsrv ~| @eo |JLinks »

You are not authorized to view this page

You do not have permission to view this directory or page
using the credentials that vou supplied because your
Web browser 15 sending a WWwW-authenticate header
field that the Web server is not configured to accept.

Flease try the following:

« Contact the Web site administrator if vou believe
yvou should be able to view this directory or page.

o Click the Refresh button to try again with different
credentials.

HTTF Error 401.2 - Unauthorized: Access is denied due to server configuration,
Internet Information Services (I13)

Technical Information (for support personnel)

] Done I_I_lﬂ Internet

| Kl

3. As soon as you connect, the Enter Network Password window displays, as show on
the next page.
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Enter Network Password 7| x|

Pleaze twpe vour user nhame and pazsword.

Site: 17216.1.10

Uzer Name Il‘E'I:'t':'F|

Ixxxxxxxx

Pazzword

Damain Iradius. bringzjoy. com

[T Save thiz password in your password list

k. I Cancel

4. Enter the same username and password combination that was established in the
Domain Controller document.

The Microsoft Certificate Services page displays

<} Microsoft Certificate Services - Microsoft Internet Explorer

=101 %]
J File Edit “iew Favorites Tools Help ﬁ
J Back » = - (£} il | {Chsearch [ Favorites &4 History | B\ S
Jngldress@http:,l',l'l?E.16.1.ID,I'certsr\-',l'certrqus.asp ﬂ ﬁGD “Links 24

Microsoft Certificate Services - paguetin

Home

Request a Certificate

Select the cerificate type:
User Cerificate

or, submit an advanced certificate request.

w L

|&] Done |_|_|ﬂ Internet

5. Click the link User Certificate
You might be requested to download an Active C control. Allow it.
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The User Certificate Identifying Information page displays

/2 Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit Mew Favorites Tools  Help

J = Back ~ = - @ ot | @Search [Ge] Favarites @Histury ||%- =

J.ﬂgldress @ http:f/172.16.1,10/certsrv/certrgbi,asphype=0 j o “ Links *

Microsoft Certificate Services -- paguetin

Home

User Certificate - Identifying Information

Mo further identifying information is required. To complete your cerificate, press submit.

hWlore Oiptions =

Subimit > |

L

|&] Done [ | |4 neernet
6. Click Submit

The Potential Scripting Violation Alert Box displays

Potential Scripting Yiolation |

This Weh site is requesting a new cerkificate on your behalf, ¥ou should allow only trusted Web sites to request a
certificate For you,

Do wiou wank to request a cerkificate now?

7. Click Yes
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The Certificate Issued page displays

/2 Microsoft Certificate Services - Microsoft Internet Explorer =10 x|
J File Edit Wiew Favorites Tools Help ﬁ
J = Back + = - I@ it | @5&arch [3e] Favarites @Histor\; |%v =]

JAQIdress @ http: /172,16, 1, 10/certsryfcertfnsh,asp j @GD |J Links **

Microsoft Certificate Services -- paguetin Home

Certificate Issued

The certificate you reguested was issued to you.

Install this certificate

| Bl

|&] Done I_l_lﬂ Internet

8. Click the link Install this certificate

The Security Warning Alert Box displays

Security Warning |
& You are about ba inskall a certificate from a certification autharity (CA) claiming to represent;
pagquetin

Windows cannok validate that the certificate is actually From “pagquetin®, Yau should confirm its arigin by contacking
"paguetin”, The Following number will assist wou in this process:

Thumbprint {shal): AFZEE485 DOO3DESC S37EFEED 25920769 SBOSF1EBE
Warning:
If wou install this rook certificate, Windows will auktomatically trust any certificate issued by this CA, Installing a

certificate with an unconfirmed thumbprint is a security risk. IF vou click "ves" you acknowledge this risk.

Do o wank toinskall this certificake?

9. Click Yes
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The Certificate Installed page displays

Z} Microsoft Certificate Services - Microsoft Internet Explorer

J File Edit View Favorites Tools Help

Page 5 of 11

J = Back v o=k - @ 7ot | @Search [F] Favorites @History ||%- =

J Address I@ httpeff172, 16,1, 10/ cerksry feertrmpn, asp

Microsoft Certificate Se

es - paguetin

Certificate Installed

Home

Your newi certificate has been successfully installed.

|@ Done

| Kl

I_ l_ |ﬂ Internet
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2. Setting up the wireless client

% Intel PROSeL/ Wireless o [l

File Tools Profiles Help

Wireless network s found. Select one below and click Confiqure
ta connect.

— Profiles
Autamatically connect to wirglezs profiles in the arder specified below.
| | |F'r|:|fiIeName |NetwnrkName |
[ Connect ] [ Add... ] [ Femowve ] [F'rgperties... ]

—Aeailable Metworks (9]

I | | | I | etwark Mame |ﬂ
il &35 @ 2wIREISS
® 2wIRET4 j

[ Wirelesz On | - ] Help?

The Linksys router shows in the list.

1. Selectit
2. Click Configure
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The Configure Wireless Settings - linksys window displays

Configure Wireless Settings - linksys x|

General Settings

Specify the Profile Name. You can keep the default or personalize the name.
Example: Home or Office

Frofile Mame:

‘wireless Metwork Mame [SSID). linksys

Operating Mode: Metwork [Infrastructure]

Network [Infrastiucture] - Connect to wirsless networks and/or
the Intemet.

Help? << Back ][ Mt > ][ oK ][ Cancel ]

3. Click next

The Security Settings window displays

Configure Wireless Settings - linksys ﬂ

Security Seftings

@ i<

Only a portion of the advanced 802,71 securnty information was detected.
The follawing security screens will display our best estimate. Click Next.

Help? ¢ Back ] [ Mewst > l [ ok l [ Cancel

4. Click next
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The next Security Settings window displays

Configure Wireless Settings - linksys ﬂ

Help?

Security Seftings

Select the appropriate security zettings for pour wireless nebwork. Your netwark,
adminiztrator can help with these settings.

Hetwork, Authentication: IWF'.-‘-‘-. - Enterprise j

Data Encryption: I.-’-'-.ES - CCMP j
¥ Enable 30214

Authentication Tope: IP'E.E'-.F' j Cigco Options...

—5Step 1 af 2: PEAP Uszer

Authentication Protocaol I M5-CHAPAZ j
Uszer Credentialz: I [1ze the following j
[Jzer Mame: Ilaptnp
Diamair; Ibringsiu:uy.u:nm
Pazsword: Ixxxxxxxx

Ixxxxxxxx

Confirm Pazsword:

[T Use a Client Certificate on thiz wireless netwark

Boarning |dentity: ||EIF'tE'F'|

<< Back l [ Mest »» l[ ] l [ Cancel

The particular setting on this configuration is the Roaming Identity. It will be transmitted
too, it should match the username.

5. Click Next
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The next Security Settings window displays
Wireless Profile Properties - linksys ﬂ
& Profile Mame: linksyps Security Settings

£ Gereral Settings ly g

=] 5 ity Seth

I3 ec;réipeu . Select the appropriate security zettings for pour wireless nebwork. Your netwark,

i adminiztrator can help with these settings.
Hetwork, Authentication: IWF'.-‘-‘-. - Enterprise j
Data Encryption: I.-’-'-.ES - CCMP j
¥ Enable 30214
Authentication Tope: IP'E.E'-.F' j Cigco Options...

—Step 2 aof 2 PEAP Server

Help? << Back l [ Mest >

Certificate |zsuer;
Ipaquetin j
[ Allow Intermediate Certificates
[T Specify Server/Certificate Mame
Semver/Certificate Mame:
€ Server Mame must match exactly
& Domain name must end in the specified name
l [ ] l [ Cancel

Although in the screen above the Certificate Issuer paquetin is selected, it is not critical; the
default option [Any trusted CA] is enough. This is done to show that the first step of installing a
certificate was done OK. If our certificate issuer does not appear on the list, we need to start

troubleshooting.

6. Click OK
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The Intel PROSet/Wireless window displays

= Intel PROSet/ Wireless

=101 %]
File Tools Profiles Help

Authentication process bo conhect bo the network, haz been
started.

Metwark, Mame: likzpz

Speed: 54,0 Mbpz

Signal Quality: Wery Good

Automatically connect to wirelezs profiles in the order specified below.

| | | Profile M ame
. & |§ lirkzpz

— Prafiles

| Metwork, Mame |
[Tyl 0

[ Connect l [ Add... l [ Remowve l [F'rgperties... ]

— Awvailable Metworks [4]

I | | | | |Netwu:urk M ame
alll S5 8 2wIREDE
il &S5 8 2wIRESS
aill &8 O 2wREdN4

[En:-nfiggre... l [ D etailz l

Iw »

Refrezh

[ Wirgless On | b l

In our scemario, the window shows that the authentication process has started. It will take
less than 30 seconds.
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The Wireless Event Viewer window displays
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= wireless Event ¥Yiewer O] x|
File Help
Level I Dezcription | Date and Time -
@ Success AcStatuzConnectionSuccess 2006/06/18 10:03:50
@ Success AcStatuzDhopSuccess 2006/06/18 10:09: 42
& |nformation AcStatuzDhopRenewing 200608418 10:09:37
&) |nformation AcStatugDhopStarting 2006,/06/18 10:09:37
@ cuecess AcStatuzB02T «SuccesskevReceived 2006406418 10:09.37  —
&) Information AcStatusB027 W aitingF ork.ey 200606418 10:03:35
&) |nformation AcStatusB027 whuthenticating 2006,/06/18 10:09:35
&) |nformation AcStatuz802T =doquired 2006406418 10:09:35
&) Information Intel® Wireless Troubleshooter does nat find any uzable alert event races. | 2006/06/18 10:03:32
&) |nformation AcStatugd027 sConnecting 2006,/06/18 10:09:32
&) |nformation AcStatusLinkUp 200640618 10:09:32
&) |nformation AcStatustuth ThreadStarted 2006,/06/18 10:09:32
&) |nfarmation Prafile linkzvs far linksvs being applied. 2006/06/18 10:09:1

=
¥ Success
—

¥ Success

&) |nformation

AcStatuzConnectionSuccess
AcStatusDhopSuccess
AcStatugDhopRenewing

2006406418 10:01:34
2006/06/18 10:01:32
20060618 10:01:16

& |nformation AcStatuzDhopReleasing 200608418 10:00:51
&) |nformation AcStatugDhopStarting 2006,/06/18 10:00:51
@ cuecess AcStatuzB02T «SuccesskevReceived 2006408418 10:00:51
&) Information AcStatusB027 W aitingF ork.ey 200606418 10:00:43
&) |nformation AcStatusB027 whuthenticating 2006,/06/18 10:00: 43
&) |nformation AcStatuz802T wdoquired 2006408418 10:00:48
&) |nformation Intel® Wireless Troubleshooter does not find any uzable alertt event races.  2006/06/18 10:00: 45
&) |nfarmation AcStatuz8027 sConnecting 2006,/06/18 10:00:45
& |nformation AcStatusLinkUp 200608418 10:00:45
&) |nformation AcStatustuth ThreadStarted 2006,/06/18 10:00: 45
&) |nfarmation Prafile linkzvs far linksvs being applied. 2006,/06/18 10:00:45
& |nformation AcStatuzotbzzociated 200608418 10:00:.18
@ Enor AcStatuzConnectionF ailure 2006/06/18 10:00:18
&) |nformation Intel® Wielezs Troubleshooter successfully retneved an alert event trace...  2006/06/18 10:00:17
@ Enor Authentication Failed - lrvalid credentials 2006/06/18 10:00:16 -
:I. . e P ..MHIM.,LI_
Help? Clear ] [ Saveds. l

This is the log that shows all the messages as the system authenticates. Notice all the

individual steps. We are done!!!!

WAP Enterprise.doc

Saved: 6/28/06




