Computer Attacks and Prevention Quiz

1.  A _________________ attack is any method that prohibits legitimate users from   accessing a system. 
2.  ______________________ is a class of attack methods that rely on human interaction involving trickery, fraud or deceit. 

3.  ___________________ is a class of attack methods that utilize the technique of substituting an invalid IP or web address for the original one. 

4.  ________________ is a type of DoS attack that overloads a machine with TCP connections faster than they can be processed. 

5.  Dumpster Diving is a type of ______________________ attack. 

6.  Source routing should be turned __________ to keep the server routing information from being intercepted and returned by attackers. 

7.  ______________________________ keep a database that match domain names with actual IP addresses. 

8.  _______________ is the most effective countermeasure to social engineering. 

9.  _________________ have the capability to mitigate the impact of a SYN flood. 

10. Explain the process of a three way handshake that initiates communications on the Internet.

